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The telecommunications sector has been identified as one of the key 
lifeline and important sector by the government in many countries. 
This is due to the many related industries, people and governmental 
services reliance on the services by the telecommunication/carrier 
providers (in short we addressed them as telcos in this paper). 

Though, almost all telcos do has some form of disaster recovery plan 
in place, particularly to deal with the information technologies recovery 
that support their businesses such as having active-active, active-
passive, high availability, data replication so on and so on. These have 
enable the telcos ability to recovery from technologies outages that 
affect their operation. Notwithstanding outages caused by telcos can 
have a serious impacts on the users of the services, in particular those 
industries that operate on 24 hour service such as :

 1. Emergency services like Medical/healthcare, policing, 
emergency responders 

 2. Aeronautics and airlines

 3. Banks and other financial institiutions

 4. E-commerce and online transaction processing

 5. Other ISP and their customers of a telecimmunication/carrier 
providers’ network (due to the level of interconnectedness between 
the various providers which share parts of the network and exchange 
messages between networks).

It is imperative that besides the above, there are also many subscribers 
of the Telcos servcies that need to be notified, informed about the 
outages. Otherwise, in this era of pervasive access to many medium 
of communication, it is potential risky that a simple disruption may 
involved into serious crisis for the organization with the onslaught of 
unhappiness from stakeholders. 

This whitepaper attempt to introduce and recommend the major 
components of Crisis Management Planning emphasising on Crisis 

1 Executive Summary



2

2 Problem/Issue

Communication so as to mitigate unfavorable or even damaging 
communication vaccum during outages that may have the potential of 
evolving into a major disasters for Telcos if due to negligent.

There are far too many organizations including telcos that are not 
adequately prepared for a crisis, especially dealing with one. Having 
established the capability for IT disaster recovery and crossing the 
fingers and assuming that the business is adequately prepared is 
too complacent. 

Even if organisation are committed to the highest standards of IT 
disaster recoverability with suitable solutions that satisfied the “Time” 
and “Point” recovery objectives and always implement best practice, 
a crisis could come from an unexpected place example- the actions 
of a member of staff, an unexpected emergency or a problem with 
suppliers/vendors could impact your operation that may derail any effort 
of good Disaster Recovery Planning.

Often, the organization has limited knowledge or understanding to deal 
with crisis, in some cases, there was not even a crisis management 
plan in place that guides the organisation on dealing with crisis, usually 
organisation are:

 •  At a loss and are not able to response t imely and 
appropriately when things happened.

 • Lack communication strategies to address different audiences 
as the events unfold.

 • Not sure of what is required to do to effectively support the 
on-going IT recovery progress.

In short, organisation lacks a “Plan” guiding the management and 
communication during the crisis, this is called Crisis Management Plan. 

With a sound crisis management plan complementing the IT disaster 
recovery, helps organisations not only avoid damages, but come out 
ahead. No one can control a crisis, but they are most open to positive 
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3 Importance of Crisis 
Management & Communication

Crisis management is a critical component of a successful Disaster 
Recovery capability, failure can result in serious complication to the 
stakeholders, losses for an organization, or may resulted failure of the 
business if not managed properly. Ultimately, crisis management is 
designed to protect an organization and its stakeholders from threats 
and/or reduce the impact felt by threats.

There are plenty of definitions for a crisis, so what is Crisis?

influence through strong communications and actions taken in their 
earliest stages or at the right timing. 

As the old saying goes, “If you fail to plan, you plan to fail”. Having 
a good plan in place allows you to react quickly and appropriately, 
providing continuous assurance to the clients whom rely on 
your services to operate. Furthermore, it demonstrated that your 
organization is well controlling the situation and know what to do and 
how to stabilize the situation.

“Communication” is paramount to the success of any crisis 
management, including the generic incidents (ICT and Non-ICT) 
that may evolve into disastrous situation if not managed properly. 
However, the traditional approach and mindset of communication 
in crisis many have to revisit to align with the Digitalization and ICT 

A crisis is defined in this paper 
as a significant threat to operations 
that can have negative consequences 
if not handled properly.

All in all crises in the simplest form threaten to tarnish an 
organization’s reputation
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transformation push influenced by the waves of social media , these 
have vastly complicated the challenges telcos would be encountering 
when a incidents happened. 

Firstly, the sheer number of people actively using social media 
platforms which are provided by the service providers (such as telcos 
and Internet) is ever increasing at alarming rate. Many of them are 
subscribers of 1 or more CSPs (communication service providers) and 
access globally via ubiquitous connections; provided by the CSPs. 
Hence, any potential incidents that immobilized the access due to the 
CSP failure would generate a sheer volume of unhappy subscribers, 
whom can post any negative comments from any of their devices (be 
it smart phones, tablets, notebooks, etc) during the breakdown. Once 
the story breaks on social media, the opportunity for the affected 
telcos and providers to provide factual information and influence the 
perspective is reduced drastically.

Conversely social media channels such as Twitter, Facebook etc 
provide telcos and providers an equal opportunity to reach the 
news media and other audiences quickly and to provide constantly 
updated information in a event/outages/failures, this mitigate 
potential reputational damage by providing credible, accurate 
information about an unfolding crisis situation and would reflects 
that the organization is responding and dealing in a professional and 
appropriate manner.

An effective “Crisis Management and Communication” plan embedded 
with social media strategy can strengthen the customer satisfaction 
and could further uphold the reputation of the telcos. On the same 
note, in this “Internet” and socially pervasive era, without a social 
media strategy is a receipt for disaster.

Before we go on with the recommendations of applying crisis 
management and communication to support the effectiveness of the 
business’s Disaster Recovery, let defined some terms that commonly 
found in the crisis management & communication plan.
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4 Recommendations to Telcos 
Enhancing their IT DRP

There are 3 stages that Crisis Management and Communication would 
complement and enhance the overall recovery effort, these are:

 • Pre-crisis stage (what need to prepare)

 • During Crisis (some recommendation on what need to do)

 • Crisis Aftermath (what need to follow up)

4.1 Pre-crisis Stage 

1. Leveraging the Risk and Impact analysis (typical stages to 
be performed in a IT Disaster Recovery Planning) involves seeking 
to reduce known risks that could lead to a crisis.  It is advisable to 
continuously and regularly conduct a review of Risk Impact Evaluation 
to understand and identified potential incidents/crises that could occur 
at your organization even after the plan been developed and tested.

There are 2 benefits for conducting Risk Impact Analysis and after 
which regularly conducting review:

A clearly defined and documented plan of action for 
use at the time of a crisis. Typically a plan will cover 
all the key personnel, resources, services and actions 
required to implement and manage the 
Crisis Management process.

Crisis Management Plan:

A crisis management team will consist of key executives as well as 
key role players (i.e. media representative, legal counsel, facilities manager, 
disaster recovery , etc.) and the appropriate 
business owners of critical functions. 

Crisis Management Team:

Crisis communications refers to the all of the aspects of communications 
related to the incident with potential or actual negative consequences. This 
includes both internal and external relations, as well as what you say, 
how you say it and the method of distribution to get the message out. 
The main emphasis of crisis communications is protection of the brand and 
reputation, managing human reactions, and control/containment of the crisis.
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 • Facilitate and may realize that some of the situations are 
preventable and with appropriate policies or improvement to processes/
operation.

 • Provide opportunities to hypotheses about best-case/worst-
case scenarios, etc. Better now than when under the pressure of an 
actual crisis.

Organisation may also realised that some crisis will occur because 
of certain things the organisation takes or due to potential business 
aspiration, hence appropriate mitigations could be implement well 
before to minimise the impact or the damages. 

The RIA (Risk Impact Analysis) process help and facilitate creation of a 
Crisis Management Plan that is fit appropriately for the organization, 
one that includes integrating both IT Disaster Recovery and 
communications components.  

The pre-crisis include also selecting and defined the Crisis 
Management Team (their roles & responsibilit ies). Identified 
the sui table t ra in ing for  the cr is is management team, and 
conducting exercises to test the crisis management plan and crisis 
management team. 

2. Identified the Organization Representative in Crisis – 
Spokeperson(s) 

In Disaster Recovery Planning, we may not have ever considered 
identified spoke person(s) that would represent the organization to 
face the onslaught of queries (multiple sources) regarding the crisis. 
A key component of crisis team is the training for spokesperson(s).  
All spokespersons (including management) during a crisis situation 
must have:

 •  The r ight ski l ls with the r ight t raining to deal with 
communication affairs

It is unfortunate that many senior executives have the misconception 
that they are well prepared, they had many times stand up and speak in 
front of a thousand in conference without a fear and perform beautifully 
and thought that they are able to face tough questions and camera 
shooting with spotlights on. The reality is that in many instances, they 
would get virtual lockjaw when they knew a video camera was pointed 
their way for questions or a face-face interview.
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Hence, the identified spokeperson (s) and the team must be trained on 
crisis communication involved, not only are spokespersons needed for 
media communications, but for all types and forms of communications, 
internal and external, including on-camera, at a public meeting, at 
employee meetings, etc.

3. Establish Notification and Monitoring Systems

Notification Systems

Today, we have to have – immediately at hand – the means to reach 
our internal and external stakeholders using multiple mediums. Many 
of us have several phone numbers, more than one email address, 
and can receive SMS (text) messages or faxes. Instant Messenger 
programs, either public or proprietary, are also very popular for 
business and personal use. We can even send audio and video 
messages via email. 

And of course, there is social media. This pervasive medium may 
be the best/fastest way to reach some of our stakeholders, but 
organization has to start thinking how to capitalise and set up social 
media as part of Crisis management and Communication planning 
(there are many, such as Facebook, LinkedIn, Google+). Start thinking 
how to leverage these, it is not something you can do after a crisis 
breaks, because nowhere does news of a crisis spread faster and more 
out of your control than on social media.

Monitoring Systems

Intelligence gathering is an essential component of both prevention 
and crisis response. Knowing what’s being said about you on social 
media, in traditional media, by your employees, customers, and other 
stakeholders often allows you to catch a negative “trend” that, if 
unchecked, turns into a disaster.

Likewise, monitoring feedback from all stakeholders during a crisis 
situation allows you to accurately adapt your strategies and tactics to 
deal with and to illustrate your organization capability. 

4. Develop Holding Statements

As part of the Crisis Management and Communication plan, it is 
essential that while full message development must await for the result 
of the actual crisis. The “holding statements,” messages designed for 
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use immediately after a crisis breaks, can be developed in advance 
to be used for a wide variety of scenarios to which the organization is 
perceived to be vulnerable based on the RIA conducted. 

The Crisis Communications Team should regularly review holding 
statements to determine if they require revision and/or whether 
statements for other scenarios should be developed as part of 
maintenance and review.

5. Exercise/Drills is critical

Training and exercise for the Crisis Management Team are needed so 
that team members can practice making decisions in a crisis situation. 
As each potential crisis is unique demanding that crisis teams make 
decisions, hence it is advisable to drill/exercise the teams in different 
related scenarios as much as possible.

4.2 During Crisis

During crisis, the suggested guidelines are to be

 Be quick and try to have initial response within the first hour.

 Still be accurate by carefully checking all facts.

 Be consistent by keeping spokespeople informed of crisis events and 
key message points.
 Leverage on all available communication channels including the 
Internet, Intranet, social media and notification systems.

Pre-Crisis Preparation
 Have a crisis management plan and update it at 
least annually.
 Have a designate crisis management team that is 
properly trained
 Conduct exercise at least annually to test the 
crisis management plan and team.
 Pre-draft select crisis management messages 
including content for social medias and 
templates for crisis holding statements. Have the 
legal department review and pre-approve these 
messages
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It is human nature that when a crisis occurs, people want to know 
what happened, there is the tendency that unnecessary delay to post/
released the correct information to the stakeholders (be it customers, 
suppliers, staff,etc), will create a information vacuum. 

Any potential wrong, incorrect, damaging information would fill this 
vacuum as the key source of crisis channel, this would imprint a 
negative perspective of the organization which is hard to correct 
later in the crisis. 

Though an early response may not have much “new” information but 
the organization positions itself as a main source , take control and 
begins to present its side of the story is critical to the management 
of the crisis.

Obviously correct information is what matters, one way to ensure correct 
and consistent information is for the teams (response, assessment and 
crisis management) to quickly share and exchange information so that 
different people can still convey a consistent message. 

Hence, the pre-crisis preparation and training play a critical role on top 
of that leveraging technology (such as intranets, media channels,etc ) 
on the collection, sharing and updating facilitated the same information 
and the key points the organization is trying to convey in the messages. 

With holding statements available initially, the Crisis Management Team 
must continue developing the crisis-specific messages required for any 
given situation. The team already knows, categorically, what type of 
information its stakeholders (interested parties) are looking for. 

And with more information feeding in, the Team should be able to 
draft simple messages for crisis for the respective stakeholders. It is 
suggested that no more than three main messages that go to all the 
stakeholders and, as necessary, some audience-specific messages for 
individual groups.
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4.3 Crisis Aftermath

The suggested guidelines include:

The crisis management effort needs to be evaluated to see what is 
working and what needs improvement such as in the areas of 

 • Prevention (learnt and apply)

 • Preparation, and/or (improve the pre-crisis preparation)

 • Response (enhance the crisis handling approach)

After crisis, medium monitoring can be just as important as your 
monitoring during the crisis; if your reputation has been damaged 
you need to know how badly before deciding what steps to take to 
recover it.  

If you have engaged with your stakeholders through social media 
during the crisis, don’t suddenly stop engaging once it’s over. 
Consistency is all important in regaining the trust of your customers 
and will give you the best possible chance to recover as quickly as 
possible.

In addition, deliver all information promised to stakeholders (such as 
regulators, supplier, customers, etc) as soon as that information is 
known. Keep stakeholders updated on the progression of recovery 
efforts including any corrective measures being taken and the progress 
of investigations if any. 

Most important, what you can learn from the crisis so as to strengthen 
your standing and plans ready for the next crisis.
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5 Case Study - SingTel Fire: 
Successful Crisis Management

A fire started at 2.16pm, 9th Oct 2013 in a cable room in SingTel’s Bukit 
Panjang Exchange facility. The fire damaged 139 fibre optic cables, 
leading to outages in fixed line services to over 60,000 customers 
within the area serviced by the BPE. A small number of mobile 
customers experienced service interruption. Most mobile customers in 
the vicinity of the BPE continued to have voice and SMS service while 
a limited number of them experienced slower data speeds.

A released statement from IDA on  6th May 2014. Mr Leong Keng Thai, 
IDA's Deputy Chief Executive and Director-General (Telecoms and 
Post), said, "This is a very serious service outage of a magnitude that 
is unprecedented…”

Though this outage is seen as unprecedented, Singtel had successfully 
done well in the Communications and Public Relations Management 
during the outage, which averted a Public Relations Crisis. 

Extracted from the report of The Board Committee of Inquiry – 
Fire at The Bukit Panjang Exchange on 9th Oct 2013 regarding 
“Communications and Public Relations Management”. These are the 
areas worth noting:

1. Externally, the need to keep the customers and public frequently 
updated was well understood.  Processes and procedures for alerting 
relevant staff were well-established and effectively executed.

2. Social media was used extremely effectively as a tool to 
communicate quickly with customers. 

3. Good understanding of the importance of visibility in offering 
reassurance and demonstrating control over the crisis situation, as well 
as the transparency in its communications with the media.  

4. SMS updates tailored to subscribers of individual services, call centre 
interactive voice recordings, customer care officer scripts, and radio 
messages. The multiple channels used demonstrated commitment to 
keeping customers as well-informed as possible.
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5. Message content was consistent across all media and customer 
communications.

6. Transparent and honest in releasing information, acknowledging the 
fire, offering reassurance that it was in control of the situation and in 
correcting outdated and inaccurate information. Very good message 
traction was achieved.

7. Clear and detailed facts and figures were provided on the areas and 
extent of the network outages. 

Link to full report on the Singtel‘s Exchange Fire Board of Committee Inquiry: 
http://www.shareinvestor.com/news/news.html?source=si_express&nid=74398
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6 Conclusion

Though many Telcos do have some form of Disaster Recovery 
Plan in place that facilitate the recovery of technologies related 
outages/failures, this is only one part of a overall business continuity 
consideration. On top of the DR Plan, it would be useful for Telcos 
to develop crisis management capabilities that complement the 
disaster recovery plan and operation. This not only ensure that 
they have the capabilities to allow them to stay up and running 
when disasters hits, but also help speed the ability to notify their 
customers and stakeholders to find critical emergency information 
when they needed it most.

It is recommended that Telcos start considering to developed Crisis 
Communication and Management Plan to complement their IT Disaster 
Recovery or Business Recovery plan. 

It is also recommended to source and work with reputable partners 
that have years of experience in Telcos, IT DR and Business Continuity 
which able to knowledge transfer the skills and knowledge to them to 
enable development of Crisis Communication and Management Plan 
that can seamlessly integrate with their IT DR or BC plan.

In a conclusion, these are the “Keys” to Success.
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